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What is the NIS 2 Directive? 

A European directive 
The NIS 2 (Network and Information Security 2) 
Directive was adopted on 14 December 2022 and 
published in the OƯicial Journal of the EU on 27 
December 2022 under the reference Directive (EU) 
2022/2555. 
Unlike an EU regulation, which applies directly and 
uniformly in all Member States as soon as it enters 
into force, an EU directive sets objectives to be 
achieved but leaves the choice of means to the 
Member States and requires transposition into 
national law. 

Transposition into national law 
Member States must have transposed NIS 2 by 17 
October 2024 at the latest, for implementation on 18 
October 2024. Some States have fallen behind, 
without this calling into question the emergence of a 
harmonised European framework. In France, it is the 
ANSSI that manages the transposition of the directive 
into national law and ensures its implementation. 

To go further: 
- Directive (EU) 2022/2555: 

https://eurlex.europa.eu/eli/dir/2022/2555/  
- Draft law on the resilience of critical 

infrastructure and the strengthening of 
cybersecurity (PRMD2412608L): 
https://www.legifrance.gouv.fr/dossierlegisla
tif/JORFDOLE000050349138/ 

What are the objectives of NIS 2? 

In the continuity of NIS 1 
The first NIS Directive aimed to protect the major 
economic players in the European Union. This new 
directive broadens the scope of the entities 
concerned by targeting 18 sectors of activity. It 
introduces more appropriate requirements, in 
particular with regard to cyber threats. 

Unprecedented Cybersecurity 
Enhancement 
NIS 2 strengthens cybersecurity in the European 
Union, standardizes the rules between countries, 
and raises the overall level of protection against the 
increase in cyberattacks. The directive targets local 
authorities, the security of industrial supply chains 
and the protection of European critical 
infrastructure. It refers largely to the methodology of 
the ISO/IEC 27001 standard. 

Focus on Cybersecurity of Industrial 
Equipment 
In particular, this directive provides a framework for 
so-called "industrial" infrastructures, i.e. with OT 
(Operational Technology), ICS (Industrial Control 
Systems) and IoT (Internet of Things) elements. 
Indeed, the cybersecurity of machines and 
connected objects has long been neglected and 
represents a significant vulnerability that is poorly 
mastered by the majority of organizations. For 
example, a PLC used in a production line may be 
exposed if the network is not segmented. NIS2 
requires that this exposure be assessed and 
documented. NIS 2 thus puts industrial 
cybersecurity back at the heart of concerns, mainly 
referring to the IEC/ISA 62443 standard. 

In short 
Theme NIS1 

(2016) 
NIS2 (2022) 

Perimeter Major 
players 

18 sectors including 
SMEs and local 
authorities 

Governance Less 
restrictive 

Mandatory 
management 
involvement 

Sanctions Limited Up to €10 million or 
2% worldwide 
turnover 

OT/IoT Little 
discussed 

Central with IEC/ISA 
62443 
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To go further 
- Directive (EU) 2016/1148 (NIS 1) : https://eur-

lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A32016L1148 

- Conformity equivalence table published by 
ENISA (NIS 2 / ISO 27001 / NIST etc.): 
https://www.enisa.europa.eu/sites/default/fi
les/2025-
09/ENISA_Technical_Implementation_Guida
nce_Mapping_table_version_1.2.xlsx 

What's changing with NIS 2? 

A Systems Approach to Cybersecurity 
The big novelty with NIS 2 is the systemic approach to 
cybersecurity. Inspired by the ISO/IEC 27001 and 
IEC/ISA 62443 standards, NIS 2 requires entities to 
implement a risk management framework that is 
similar to an Information Security Management 
System (ISMS). This framework requires systematic, 
integrated, periodically evaluated, updated risk 
management involving both internal and external 
stakeholders. 

Supplier management 
Supplier management is becoming a key issue 
because the supply chain is a major vector of 
vulnerability. For example, compromised electronic 
hardware introduces vulnerabilities into the product 
assembled by the manufacturer. NIS 2 therefore 
places a particular emphasis on supply chain risk 
management and requires a risk assessment, cyber 
contractual requirements, as well as a formalized 
monitoring and audit process. 

Other themes 
Several other themes are dealt with specifically: 
incident management, crisis management, business 
continuity, employee training and awareness, access 
control, cryptography, etc. NIS 2 thus revolutionizes 
cyber risk management and requires all stakeholders 
to collaborate to strengthen collective cyber 
resilience. 

To go further 
- Implementing Regulation (EU) 2024-2690 

https://eur-lex.europa.eu/legal-
content/FR/TXT/?uri=OJ:L_202402690 

- ENISA Guide to Good Practices in Supply 
Chain 
https://www.enisa.europa.eu/sites/default/fi
les/publications/Good%20Practices%20for
%20Supply%20Chain%20Cybersecurity.pdf 

Who is aƯected by NIS 2? 

Two types of entities 
NIS 2 concerns local authorities, public 
administrations, SMEs and large companies. It 
distinguishes between two categories of entities: 
 

 Essential entities : At least 250 employees or 
an annual turnover of more than €50 million 
and an annual balance sheet of more than 
€43 million, 
 

 Significant entities : which are not essential 
entities and which employ at least 50 
employees or have a turnover and annual 
balance sheet of more than €10 million. 

Two types of sectors 
At the same time, NIS 2 identifies 18 sectors 
segmented into two categories: 
 

 Highly critical sectors : Public 
administrations, Drinking water, Wastewater, 
Energy, Space, Service management, 
Information and communication 
technologies (business-to-business), 
Financial market infrastructures, Digital 
infrastructure, Healthcare, Banking, 
Transport, 
 

 Other critical sectors : Chemical 
manufacturing, production and distribution, 
Digital suppliers, Waste management, 
Manufacturing, Food production, processing 
and distribution, Research, Postal and 
shipping services. 

Applicability criteria 
Thus, an entity that meets the following criteria is 
likely to be aƯected by NIS 2: 

 More than 50 employees, 
 More than 10 million Euros in turnover, 
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 Working in one of the 18 sectors covered by 
NIS 2. 

To go further 
- ANSSI applicability test:  

https://monespacenis2.cyber.gouv.fr/simula
teur 

What are the main obligations for 
industrial organizations? 
Let's look at some of the requirements of NIS 2 that, 
while not exhaustive, give an indication of the level of 
risk management required. 

Governance 
 Appointment of a cybersecurity manager 

(CISO or equivalent). 
 Mandatory involvement of the general 

management in the validation of policies. 
 Establishment of an ISMS-like risk 

management framework as defined by 
ISO/IEC 27001. 

Risk Management 
 Asset inventory (OT and IoT), network 

mapping. 
 Segmentation: separating IT/OT, partitioning 

sensitive areas. 
 Patch management adapted to industrial 

environments. 

Supply chain management 
 Supply Chain Security Policy (PSCA). 
 Inclusion of cybersecurity clauses in 

contracts. 
 Continuous assessment and audits of critical 

suppliers. 

Incident detection and notification 
 Obligation to notify any major incident within 

24 hours (preliminary notification). 
 Detailed incident notification within 72 

hours. 
 Final report expected within 1 month. 

To go further 
- Guide méthodologique d’application de NIS 

2 de l’ENISA : 

https://www.enisa.europa.eu/sites/default/fi
les/2025-
06/ENISA_Technical_implementation_guida
nce_on_cybersecurity_risk_management_m
easures_version_1.0.pdf 

What are the penalties provided for 
by NIS 2? 
In the event of non-compliance, the penalties 
provided for are substantial: 

Sanctions for essential entities 
For essential entities: fines of up to €10 million or 2% 
of annual worldwide turnover (whichever is greater). 

Sanctions for significant entities 
For large entities: fines of up to €7 million or 1.4% of 
annual worldwide turnover (whichever is greater). 

Directors' liability 
Personal liability for Directors: A major novelty is that 
directors and oƯicers can be sanctioned directly 
(prohibition from practising, civil or criminal liability). 
This provision elevates cybersecurity to the rank of a 
strategic issue for boards of directors. 

How to prepare for the application of 
NIS 2? 
To prepare for NIS 2, we recommend approaching the 
project as a technical, organizational and managerial 
transformation:  

1. Training and information 
Understanding the text and its implications is 
essential. The ANSSI recommends consulting the 
oƯicial documentation, following targeted training and 
raising awareness among management and key teams. 

2. Analyze how NIS 2 will impact you 
Are you within the scope of applicability? Are you a 
supplier to essential or important entities that will 
impose cybersecurity requirements on you? If you are 
eligible for NIS 2, you must register with the ANSSI. 
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3. Designate a Pilot 
Appoint an NIS2 project manager. This person (CISO, 
CIO, compliance director, etc.) coordinates the 
process, leads the governance and ensures that the 
measures put in place are documented. 

4. Assess your level of maturity 
Perform an initial diagnosis of your cybersecurity 
posture. This inventory should cover: asset mapping 
(including OT/IoT), access management, detection and 
response capabilities, and governance. 

5. Build an action plan 
Based on this diagnosis, define a prioritized roadmap, 
including technical measures (segmentation, patch 
management, incident detection), organizational 
measures (management system, notification 
procedures, business continuity) and contractual 
measures (clauses with suppliers). 

6. S’organiser pour la notification 
d’incidents 
Build your detection-response and notification 
procedure (pre-alert, notification, final report) taking 
into account the deadlines imposed by the directive. 
This is something that requires practical exercises and 
documented evidence.  

7. Implement security actions 
Prioritize high-impact actions such as attack surface 
reduction, access control, supplier SLAs and 
clauses. Measure your maturity with simple KPIs 
(MTTD/MTTR, patch rate). Keep a "compliance log": 
This evidence reduces regulatory risk while making 
operational eƯort manageable. 

To go further 
- ANSSI guide on information system mapping: 

https://cyber.gouv.fr/publications/cartograp
hie-du-systeme-dinformation 

- ANSSI guide on the development of 
information systems security dashboards: 
https://cyber.gouv.fr/publications/tdbssi-
guide-delaboration-de-tableaux-de-bord-
de-securite-des-systemes-dinformation 

OT/IoT Operational Checklist (10 
Key Actions) 

1. Map your OT/IoT assets. 
2. Identify your critical services. 
3. Designate a cybersecurity manager. 
4. Define a security policy approved by 

management. 
5. Implement OT/IT network segmentation. 
6. Strengthen authentication and access 

management. 
7. Deploy OT incident detection tools. 
8. Formalize an incident notification procedure. 
9. Build security into your supplier contracts. 
10. Train your operational teams. 
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How does AKENATECH support 
you? 
Akenatech supports you at every step of your NIS 2 
compliance: 

Counsel 
Governance, risk management, cyber compliance 
audit, certification preparation. 

Integration 
Deployment of cybersecurity solutions adapted to 
industrial environments: hardening, segmentation, 
air-gap, endpoint protection, etc. 

Managed Services 
Time-sharing CISOs, regulatory monitoring and 
continuous security. 
 
Based in Lyon, we operate throughout France and 
internationally. 
 

FAQ 
Who must comply with NIS 2? 
All essential and important entities listed in the 
annexes of the directive (e.g. energy, health, 
transport, agri-food). 
 
What are the deadlines for notifying an 
incident? 
Initial notification within 24 hours, interim report 
within 72 hours, final report within 1 month. 
 
Does NIS 2 apply to SMBs? 
Only entities exceeding certain thresholds (50 
employees / €10 million in turnover) are concerned, 
with exceptions for critical sectors. 
 
What is the diƯerence between NIS1 
and NIS 2? 
NIS 2 expands sectors, increases governance 
obligations, and strengthens sanctions. 
 

To go further 
- FAQ de la Commission Européenne sur la 

Directive NIS 2 : https://digital-
strategy.ec.europa.eu/fr/faqs/directive-
measures-high-common-level-
cybersecurity-across-union-nis2-directive-
faqs 

Conclusion 
NIS 2 compliance has been mandatory since 
October 2024 for many industrial organizations. This 
is not an administrative formality, but an in-depth 
transformation of OT/IoT governance. 
 
Akenatech helps you move from theory to practice 
with our experts, security tools, and managed 
services. 
 
踰踱踲踳 Contact us for an inventory today. 
 


